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Gener al Description

The Bluetooth Low Energy (BLE) Component provides a comprehensive GUI-based
configuration window to facilitate designing applications requiring BLE connectivity. The
Component incorporates a Bluetooth Core Specification v4.2 compliant protocol stack and
provides APIs to enable user applications to access the underlying hardware via the stack.

When to use the BLE Component

The BLE is used in lowest-power networks and Internet of Things (IoT) solutions aimed at low-
cost battery operated devices that can quickly connect and form simple wireless links. Among
many others, target applications also include HID, remote controls, sports and fithess monitors,
portable medical devices and smart phone accessories.

SIG adopted Profiles and Services

The BLE Component supports numerous SIG-adopted GATT-based Profiles and Services that
can be configured for either a GATT Client or GATT Server. The Component generates all the
necessary code for a particular Profile/Service operation, as configured in the component
Configure dialog.

The component can also support several Profiles at a time by adding the required Services of a
Profile to a base Profile. For example, you can select HID as a base Profile. Then to add a Find
Me Profile, add the Immediate Alert Service to the HID Profile.

See BLE Service-Specific APIs for a list of supported Profiles and Services.

Comprehensive APIs

The BLE Component provides application-level APIs to design solutions without requiring
manual stack-level configuration. The BLE Component APl documentation is also provided in a
separate HTML-based file.

Custom Profiles

You can create custom Profiles that use existing Services, and you can create custom Services
with custom Characteristics and Descriptors. There are no restrictions for GAP roles for a
custom Profile.

Debug Support

For testing and debugging, the Component can be configured to HCI mode through a
Component embedded UART. For over-the-air verification, Cypress CySmart Central Emulation
Tool can be used for generic Bluetooth host stack emulation. To launch this tool, right click on
the Component to bring up the context menu, and choose to deploy the CySmart Central
Emulation Tool.
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BLE Component Architecture

The BLE Component consists of the BLE Stack, BLE Profile, BLE Component Hardware
Abstraction Layer (HAL), and the Link Layer. The following figure shows a high-level architecture
of the BLE Component, illustrating the relationship between each of the layers and the route in
which the application interacts with the Component. Note that the application is informed of the
BLE events through the use of callback functions. You may build your state machine using

these.

asheet

For detail, refer to the Callback Functions section.
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The following sub-sections overview each layer.

BLE Stack

The BLE stack implements the core BLE functionality as defined in Bluetooth Core Specification
4.2. The stack is included as a precompiled library and it is embedded inside the BLE
Component.

The BLE stack implements all the mandatory and optional features of Low Energy Single Mode
compliant with Bluetooth Core Specification 4.2. The following table shows which Bluetooth Core
Specification 4.2 features are supported by different devices.

Features Devices with Bluetooth 4.1 Devices with Bluetooth 4.2

LE Secure connection P

LL Privacy

LE Data Length Extension - P

The BLE Stack implements a layered architecture of the BLE protocol stack as shown in the
following figure.

BLE Stack

Generic Access Profile (GAP)

Generic Attribute Profile (GATT)

 Atbute Protocol (4TT) [ )
Host Control Interface (HCI)
Link Layer (LL) Controller

Physical Layer (PHY)

Generic Access Profile (GAP)

The Generic Access Profile defines the generic procedures related to discovery of Bluetooth
devices and link management aspects of connecting to Bluetooth devices. In addition, this profile
includes common format requirements for parameters accessible on the user interface level.
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The Generic Access Profile defines the following roles when operating over the LE physical
channel:

A Broadcaster role i A device operating in the Broadcaster role can send advertising
events. It is referred to as a Broadcaster. It has a transmitter and may have a receiver.

Ve

A Observer role’i A device operating in the Observer role is a device that receives
advertising events. It is referred to as an Observer. It has a receiver and may have a
transmitter.

Ve

A Peripheral role i A device that accepts the establishment of an LE physical link using
any of the connection establishment procedures is termed to be in a "Peripheral role.” A
device operating in the Peripheral role will be in the "Slave role" in the Link Layer
Connection State. A device operating in the Peripheral role is referred to as a Peripheral.
A Peripheral has both a transmitter and a receiver.

A cCentral role i A device that supports the Central role initiates the establishment of a
physical connection. A device operating in the "Central role” will be in the "Master role" in
the Link Layer Connection. A device operating in the Central role is referred to as a
Central. A Central has a transmitter and a receiver.

Generic Attribute Profile (GATT)

The Generic Attribute Profile defines a generic service framework using the ATT protocol layer.
This framework defines the procedures and formats of services and their Characteristics. It
defines the procedures for Service, Characteristic, and Descriptor discovery, reading, writing,
notifying, and indicating Characteristics, as well as configuring the broadcast of Characteristics.

GATT Roles

Ve

A GATT Client i This is the device that wants data. It initiates commands and requests
towards the GATT Server. It can receive responses, indications, and notifications data
sent by the GATT Server.

Ve

A GATT Serveri This is the device that has the data and accepts incoming commands and
requests from the GATT Client and sends responses, indications, and notifications to a
GATT Client.

The BLE Stack can support both roles simultaneously.
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Attribute Protocol (ATT)

The Attribute Protocol layer defines a Client/Server architecture above the BLE logical transport
channel. The attribute protocol allows a device referred to as the GATT Server to expose a set of
attributes and their associated values to a peer device referred to as the GATT Client. These
attributes exposed by the GATT Server can be discovered, read, and written by a GATT Client,
and can be indicated and notified by the GATT Server. All the transactions on attributes are
atomic.

Security Manager Protocol (SMP)

Security Manager Protocol defines the procedures and behavior to manage pairing,
authentication, and encryption between the devices. These include:

A Encryption and Authentication

A Pairing and Bonding
I Pass Key and Out of band bonding

A Key Generation for a device identity resolution, data signing and encryption

Ve

A Pairing method selection based on the 10 capability of the GAP central and GAP
peripheral device

Logical Link Control Adaptation Protocol (L2CAP)
L2CAP provides a connectionless data channel. LE L2CAP provides the following features:

Ve

A Channel multiplexing, which manages three fixed channels. Two channels are dedicated
for higher protocol layers like ATT, SMP; one channel i for the LE-L2CAP protocol
signaling channel for its own use.

A Segmentation and reassembly of packets whose size is up to the BLE Controller
managed maximum packet size.

Ve

A Connection-oriented channel over a specific application registered using the PSM
(protocol service multiplexer) channel. It implements credit-based flow control between
two LE L2CAP entities. This feature can be used for BLE applications that require
transferring large chunks of data.

Host Controller Interface (HCI)

The HCI layer implements a command, event, and data interface to allow link layer access from
upper layers such as GAP, L2CAP, and SMP.
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Link Layer (LL)

The LL protocol manages the physical BLE connections between devices. It supports all LL
states such as Advertising, Scanning, Initiating, and Connecting (Master and Slave). It
implements all the key link control procedures such as LE Encryption, LE Connection Update, LE
Channel Update, and LE Ping. The Link Layer is hardware-firmware co-implementation, where
the key time critical LL functions are implemented in the LL hardware. The LL firmware maintains
and controls the key LL procedure state machines. It supports all the BLE chip specific low
power modes.

The BLE Stack is a pre-compiled library in the BLE Component. The appropriate configuration of
the BLE Stack library is linked during a build process based on application. The BLE Stack
libraries are ARM Embedded Application Binary Interface (eabi) compliant and they are compiled
using ARM compiler version 5.03.

The following table shows the mapping between the BLE Stack library to the user-configured
Profile Role in Profile Mode or HCI Mode. Refer to the Generic Tab section for selection of stack
configuration.

BLE Component
Configuration GAP Role BLE Stack Library

BLE Profile Central + Peripheral CyBLEStack_BLE_SOC_CENTRAL_PERIPHERAL.a
BLE Profile Central CyBLEStack_BLE_SOC_CENTRAL.a
BLE Profile Peripheral CyBLEStack_BLE_SOC_PERIPHERAL.a
Broadcaster/Observer | Broadcaster CyBLEStack_BLE_SOC_PERIPHERAL.a
Broadcaster/Observer | Observer CyBLEStack_BLE_SOC_CENTRAL.a
HCI Mode N/A CyBLEStack_HCI_MODE_CENTRAL_PERIPHERAL.a

Profile Layer
In the BLE, data is organized into concepts called Profiles, Services, and Characteristics.

Ve

A Profile i Describes how devices connect to each other to find and use Services. It is a
definition used by Bluetooth devices to describe the type of application and the general
expected behavior of that device. See the Profile parameter for how to configure the BLE
Component.

A Servicei A collection of data entities called Characteristics. A Service is used to define a
certain function in a Profile. A Service may also define its relationship to other Services. A
Service is assigned a Universally Unique Identifier (UUID). This is 16 bits for SIG adopted
Services and 128 bits for custom Services. See the Toolbar section for information about
adding Services to a Profile.

A Characteristic i Contains a Value and the Descriptor that describes the Characteristic
Value. It is an attribute type for a specific piece of information within a Service. Like a
Service, each Characteristic is designated with a UUID; 16 bits for SIG-adopted
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Characteristics and 128 bits for custom Characteristics. See the Toolbar section for
information about adding Characteristics and Descriptors.

The following diagram shows the relationship between Profiles, Services, and Characteristics in
a sample BLE heart rate monitor application using a Heart Rate Profile.

BLE HRM
‘ Belt
Service
Heart Rate Service

Profile: Heart Rate Collector role Profile: Heart Rate Sensor role

GAP role: Central GAP role: Peripheral
GATT Client GATT Servgr
Link Layer: Master Link Layer: Slave

GAP
Peripheral

GAP
Central

Sensor
Profile

Collector
Profile

GATT
Server

GATT
Client

Link
Slave

Link
Master

The Heart Rate Profile contains a Heart Rate Service and a Device Information Service. Within
the Heart Rate Service, there are three Characteristics, each containing different information.
The device in the diagram is configured as a Sensor role, meaning that in the context of the
Heart Rate Profile, the device is a GAP Peripheral and a GATT Server. These concepts are
explained in the BLE Stack description.

The Profile layer is generated by PSoC Creator using the parameter configurations specified in
the GUI. The Profile implements the Profile-specific attribute database and APIs required for the
application. You can choose to configure a standard SIG-adopted Profile and generate a design
or define a Custom Profile required by an application. The GUI also allows import/export of a
Profile design in the XML format for Profile design re-use. In addition, the Bluetooth Developer
Studio compliant XML format is available.

Hardware Abstraction Layer (HAL)

The HAL implements the interface between the BLE stack and the underlying hardware. This
layer is meant for the stack only and is not advisable to be modified.
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Functional Description

Operation Flow

Typical application code consists of three separate stages: Initialization, Normal operation, and
Low power operation.

Power-on

Platform initialization

No
v

‘ BLE-Component Initialization

- — N Application tocall” T~
¢ fProcess BLE
‘ BLE-Establish Connection Event_soAPI at least
once in BLE

connection event
period

onnecte

Success
Device Yes
onnM — Yes /

Process BLE Events

I

I

|

|

I

I

I

. !
- Process received packet & |
status of previous transfer |
|

I

I

I

I

|

|

|

I

- Scan sensors

Call BLE component&
Tx function

Y
%g Even

0 sensor / BLE eveni
till Deep sleep timeou:

Go to Sleep mode

Execute Deep Sleep Go to Deep Sleep
wakeup sequence mode
2

Once the Component is initialized, it enters normal operation and periodically enters various
degrees of low-power operation to conserve power. Hence, initialization should only happen at a
system power-up, and the Component should operate between Normal mode and Low-power
mode afterwards.
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System Initialization

The initialization stage happens at a system power-up or when waking from system hibernation.
This stage sets up the platform and the Component parameters. The application code should
also start the Component and set up the callback functions for event callbacks to happen in the
other modes of operation.

System Normal Operation

Upon successful initialization of the BLE Component or hibernate wakeup sequence, the
Component enters Normal mode. Normal operation first establishes a BLE connection, if it is not
already connected. Then processes all pending BLE events by checking the stack status. This is
accomplished by calling CyBle_ProcessEvents(). When all events have been processed, any
data to be communicated is transmitted and the BLE Component enters low-power operation
unless there is another pending event. In such a case, it executes a normal operation flow again.
Processing of BLE events should be performed at least once in a BLE connection event period.
The BLE connection event is configured by the Central device while establishing a connection.

System Low-power Operation

When there are no pending interrupts in normal operation, the Component should be placed in
Low power mode. It should first enter Sleep mode. The component can enter either Sleep or
Deep Sleep mode depending on the state of the BLE interface hardware. If an event happens at
any time in Low power mode, it should re-enter normal operation.

Note The MCU and BLE Sub-System (BLESS) have separate power modes and are able to go
to different power modes independent of each other. The check marks in the following table
show the possible combination of power modes of MCU and BLESS.

PSoC 4200-BL, PRoC 4200-BL MCUs Power Modes
BLESS Power Modes Active Sleep Deep Sleep Hibernate Stop
Active (idle/Tx/Rx) P P
Sleep P P
Deep Sleep (ECO off) P P P
Off P P

Callback Functions

The BLE Component requires that you define a callback function for handling BLE stack events.
This is passed as a parameter to the CyBle_Start() API. The callback function is of type
CYBLE_CALLBACK_ T, as defined by:

void (* CYBLE_CALLBACK_T)(uint32 eventCo de, void *eventParam);

Ve

A eventCode T The stack event code
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A eventParam i Stack event parameters

The callback function should then evaluate eventCode (and eventParam for certain events) and
provide stack event-specific actions. Hence, the events are used to build your application-
specific state machine for general events such as advertisement, scan, connection, and timeout.
Refer to the BLE Common Events section for the BLE stack events.

The BLE stack triggers an application event handler callback for any pending events generated
by the link layer, after calling the CyBle_ProcessEvents() APl method. However, other BLE
component APl methods requesting host-generated actions can also trigger an application event
handler callback, causing events to be processed before these APl methods return.

Similarly, you will need to provide a callback function for each Service to be used. This function
is also of type CYBLE_CALLBACK T and is passed as a parameter to the Service-specific
callback registration function. The callback function is used to evaluate the Service-specific
events and act as defined by your application. Then a Service specific state machine can be built
using these events. Refer to the BLE Service-Specific Events section for the BLE Service-
specific events.

Device Bonding

The BLE Component will store the connection link-key after pairing with a remote device. If the
connection is lost and re-established, the devices will use the previously stored key for the
connection.

The BLE stack will update the bonding data in RAM while the devices are connected. If the
bonding data is to be retained during shutdown, the application can use
CyBle_StoreBondingData() API to write the bonding data from RAM to the dedicated flash
location, as defined by the Component. Refer to the BLE_HID_Keyboard example project for
usage details.

Notes

Ve

A For a BLE device with 128 K of flash memory, the flash write modifies the IMO of the chip
to 48 MHz temporarily during a write cycle. Therefore, you should only perform the
bonding data flash storage while the BLE device is disconnected, because the change in
IMO may disrupt the BLE communication link. Likewise, you should either temporarily halt
all peripherals running off of the IMO or compensate for the brief frequency change during
a flash write cycle.

A\ If a BLE device with 128 K of flash memory, is configured to run at 48 MHz, then the IMO
does not change and does not affect other peripherals. However, the flash write is a
blocking call and may disrupt the BLE communication. Therefore, it is advisable to
perform the flash write while the device is disconnected.
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LFCLK Configuration

The LFCLK configuration as set in the Clocks tab of the Design-Wide Resources

(<project>.cydwr) f il e affects the BLE Componentoés abil
WCO is chosen, then the Component Deep Sleep mode is available for use. However, if the ILO

is chosen, then the Component cannot enter Deep Sleep.

Note The LFCLK is used in the BLE Component only during Deep Sleep mode and hence, the
ILO inaccuracy does not affect the BLE communication.

ECO Capacitance Trim

ECO capacitance trim is required to supply the correct capacitance load to achive 0 ppm for the
ECO. By default, the ECO capacitance trim values are set to the trim values of PSoC 4 BLE /
PRoC® 4 BLE modules. If any other BLE module is used (such as, EZ-BLE module), the trim
values should be changed to the values provided bythatmodul eés dat asheet.

1. To configure the ECO capacitance trim, open the Design-Wide Resources Clock Editor
(<project>.cydwr).

2. Click Edit Clock to open the fConfigure System Clocksodialog.

Configure Systern Clocks @I
High Frequency Clocks | Low Frequency Clocks 4 b
eq; 24 MHz q (MHz]: 43 = ] E]
Cap trim in:9919 pF & E]
Cap trim out: 8200 pf
A A = L.J
4 +2%
r - O L)
5 | 1
: i
h 4 ¥ ki
IMO [48 MHz) A 10 [48 MHz) - IMO (48 MHz) A
h 4
HFCLE SYSCLK
Direct_Sel (MO 48 MHz) Divider
L J L J
£ %
Foutedl  Routed2  Routed3 B - SVSCLE
’ aK ] ’ Cancel ]

3. Under the High Frequency Clocks tab, in the ECO section, clickthe Co n f i g buttan é
to open the FECO Capacitance Trimodialog.
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Configure System C|
n/lﬁgh Frequency Clocks I/Low Frequency Clocks ]

| ECO Capacitance Tll_
Frequency (MHz): 24
Divider: !
IMO (12 MHz) i Input capacitance trim (pF): 521 E i
Output capacitance trim (pF): (13.0 E
Accuracy
e
[ OK ] l Cancel
 J —
| T 1

Unsupported Features
The BLE Component stack does not support the following optional Bluetooth v4.2 protocol
features, as listed in Vol 6, Part B, Section 4.6 of the specification:

A Connection Parameters Request Procedure (Vol 6, Part B, section 4.6.2)

A Extended Reject Indication (Vol 6, Part B, section 4.6.3)

A Slave-initiated Features Exchange (Vol 6, Part B, section 4.6.4)

| nput/ OQut put Connections

This section describes the input and output connections for the BLE. An asterisk (*) in the list of
I/Os indicates that the 1/0O may be hidden on the symbol under the conditions listed in the
description of that 1/O.

BLE_1
BLE
3]
4.2 pa_en|-
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pa_en i Output*

The power amplifier enable (pa_en) output allows you to connect a high-active external power
amplifier to the device. This output can be routed to the P5[0] digital output pin only. This output
is visible if the Enable external Power Amplifier control parameter is selected on the
Advanced tab.

Component Parameters

Drag a BLE Component onto your design and double-click it to open the Configure dialog. This
dialog has the following tabs with different parameters.

General Tab

The General tab allows the general configuration of the BLE Component. This tab contains tools
to load and save configurations as also three main areas for the type of configuration.

Configure 'BLE @
Mame: BLE_1
_/m Profiles | GAP Settings |~ L2CAP Settings |~ Advanced © Built-n 4 b
[ Load configuration [ Save configuration
@ Profile
Profile: |A|ert Notification = |
Profile role: |A|ert Notification Server {GATT Server) hd |
GAP role: |Cermal - |

Over-The-Air bootloading with code sharing
@ Disabled

Stack anhy

Profile only

Broadcaster/Observer

Host Controller Interface (HCI)

Datashest [ QK l ‘ Apply | ‘ Cancel

Load Configuration/Save Configuration

Use the Load Configuration button to load the previously saved xml Component configuration;
use the Save Configuration button to save the current configuration for use in other designs. It is
possible to import and export the customizer configuration in xml format.
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Note In order to load or save a Profile in the Bluetooth Developer Studio compliant format, use
Load BDS Profile and Save Profile in BDS format toolbar commands on the Profiles tab.

Mode Selection
On the main part of this tab, there are three options to select a mode:

A Profile
A Broadcaster/Observer

A Host Controller Interface

General Tab T Profile

The Profile mode is used to select the target Profile, Profile role, and GAP role, as well as Over-
The-Air (OTA) Bootloading options.

@ Profile
Profle: [lett Natification -
Profile role: |.t’-‘-.|elt Matification Server [GATT Server] - |
GAF role: | Central i |

Ower-The-air bootlnading with code sharing
@ Dizabled

Stack anly

Prafile anly

Profile

The Profile option is used to choose the target Profile from a list of supported Profiles. See
Profile, Service, and Characteristic. The following Profiles are available for selection:

Alert Notification

This Profile enables a GATT Client device to receive different types of alerts and event
information, as well as information on the count of new alerts and unread items, which exist in

the GATT Server device.
A Alert Notification Server Profile role i Specified as a GATT Server. Requires the
following Service: Alert Notification Service.
I Central GAP role
I Peripheral and Central GAP role

Ve

A Alert Notification Client Profile role i Specified as a GATT Client.
I Peripheral GAP role
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I Peripheral and Central GAP role
For detail, refer to the Alert Notification Profile Specification.

Automation 10
This Profile enables a device to connect and interact with an Automation 10 Module (IOM) in
order to access digital and analog signals.
A Automation 10 Server Profile role i Specified as a GATT Server. Requires the following
Service: Automation 1O Service.

I Peripheral GAP role

A Automation 10 Client Profile role i Specified as a GATT Client.
Central GAP role

I
I Peripheral and Central GAP role

Refer to the Automation 10 Profile Specification for detailed information about the Automation 10
Profile.

Blood Pressure

This Profile enables a device to connect and interact with a Blood Pressure Sensor device for
use in consumer and professional health care applications.

A Blood Pressure Sensor Profile role i Specified as a GATT Server. Requires the
following Services: Blood Pressure Service, Device Information Service.

I Peripheral GAP role

Ve

A\ Blood Pressure Collector Profile role i Specified as a GATT Client. Requires support of
the following Services: Blood Pressure Service. Support of Device Information Service
is optional.

I Central GAP role
I Peripheral and Central GAP roles
For detail, refer to Blood Pressure Profile Specification.

Continuous Glucose Monitoring

This Profile enables a device to connect and interact with a Continuous Glucose Monitoring
Sensor device for use in consumer healthcare applications.

Ve

A Continuous Glucose Monitoring Sensor Profile role i Specified as a GATT Server.
Requires the following Services: Continuous Glucose Monitoring Service, Device
Information Service. Optionally may include Bond Management Service.

I Peripheral GAP role
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A Collector Profile role i Specified as a GATT Client. Requires support of the following
Services: Continuous Glucose Monitoring Service. Support of Bond Management
Service and Device Information Service is optional.

I Central GAP role

I Peripheral and Central GAP roles
For detail, refer to Continuous Glucose Monitoring Profile Specification.

Cycling Power

This Profile enables a Collector device to connect and interact with a Cycling Power Sensor for
use in sports and fitness applications.

A Cycling Power Sensor Profile role i Specified as a GATT Server. Requires the following
Service: Cycling Power Service. Optionally may include Device Information Service
and Battery Service.

I Peripheral GAP role

Ve

A Cycling Power Sensor and Broadcaster Profile role. Requires the following Service:
Cycling Power Service.

I Peripheral GAP role

Ve

A Collector Profile role i Specified as a GATT Client. Requires support of the following
Service: Cycling Power Service. Support of Device Information Service and Battery
Service is optional.

I Central GAP role

I Peripheral and Central GAP roles

Ve

A Cycling Power Observer Profile role. Can only talk to a device with the Cycling Power
Broadcaster role.

I Central GAP role
For detail, refer to Cycling Power Profile Specification.

Cycling Speed and Cadence

This Profile enables a Collector device to connect and interact with a Cycling Speed and
Cadence Sensor for use in sports and fithess applications.

Ve

A Cycling Speed and Cadence Sensor Profile role 1 Specified as a GATT Server.
Requires the following Service: Cycling Speed and Cadence Service. Optionally may
include Device Information Service.

I Peripheral GAP role
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A Collector Profile role i Specified as a GATT Client. Requires support of the following
Service: Cycling Speed and Cadence Service. Support of Device Information Service
is optional.

I Central GAP role

I Peripheral and Central GAP roles
For detalil, refer to Cycling Speed and Cadence Profile Specification.

Environmental Sensing Profile

This Profile enables a Collector device to connect and interact with an Environmental Sensor for
use in outdoor activity applications.

A Environmental Sensor Profile role i Specified as a GATT Server. Requires the following
Service: Environmental Sensing Service. Optionally may include Device Information
Service and Battery Service.

I Peripheral GAP role

Ve

A Collector Profile role i Specified as a GATT Client. Requires support of the following
Service: Environmental Sensing Service. Support of Device Information Service and
Battery Service is optional.

I Central GAP role

I Peripheral and Central GAP roles
For detail, refer to Environmental Sensing Profile Specification.

Find Me

The Find Me Profile defines the behavior when a button is pressed on a device to cause an
alerting signal on a peer device.

Ve

A Find Me Target Profile role i Specified as a GATT Server. Requires the following
Service: Immediate Alert Service.

I Peripheral GAP role
I Central GAP role
I Peripheral and Central GAP roles

Ve

A Find Me Locator Profile role i Specified as a GATT Client. Requires support of the
following Service: Immediate Alert Service.

I Peripheral GAP role
I Central GAP role
I Peripheral and Central GAP roles

&= CYPRESS

g EMBEDDED IN TOMORROW

Page 18 of 560 Document Number: 002-31031 Rev. **


https://www.bluetooth.org/docman/handlers/downloaddoc.ashx?doc_id=261449
https://www.bluetooth.org/docman/handlers/downloaddoc.ashx?doc_id=294796

PSoC®Cr eat or E Component Datasheet Bluetooth Low Energy (BLE)

For detail, refer to Find Me Profile Specification.

Glucose

This Profile enables a device to connect and interact with a Glucose Sensor for use in consumer
healthcare applications.

A Glucose Sensor Profile role i Specified as a GATT Server. Requires the following
Services: Glucose Service, Device Information Service.

I Peripheral GAP role

A Collector Profile role i Specified as a GATT Client. Requires support of the following
Service: Glucose Service. Support of Device Information Service is optional.

Central GAP role

I
I Peripheral and Central GAP roles

For detail, refer to Glucose Profile Specification.

Health Thermometer

This Profile enables a Collector device to connect and interact with a Thermometer sensor for
use in healthcare applications.

Ve

A Thermometer Profile role i Specified as a GATT Server. Requires the following Services:
Health Thermometer Service, Device Information Service.

I Peripheral GAP role

A Collector Profile role i Specified as a GATT Client. Requires support of the following
Service: Health Thermometer Service. Support of Device Information Service is

optional.
I Central GAP role

I Peripheral and Central GAP roles
For detail, refer to Health Thermometer Profile Specification.

HTTP Proxy

This Service allows a Client device, typically a sensor, to communicate with a Web Server
through a gateway device. HTTP Proxy Service is not available in the Profile drop-down list. It
can be added to Custom Profile (or other) on the Profiles tab.

For detail, refer to HTTP Proxy Service Specification.
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Heart Rate

This Profile enables a Collector device to connect and interact with a Heart Rate Sensor for use
in fitness applications.

Ve

A Heart Rate Sensor Profile role i Specified as a GATT Server. Requires the following
Services: Heart Rate Service, Device Information Service.

I Peripheral GAP role

Ve

A Collector Profile role i Specified as a GATT Client. Requires support of the following
Service: Heart Rate Service. Support of Device Information Service is optional.

I Central GAP role
I Peripheral and Central GAP roles
For detail, refer to Heart Rate Profile Specification.

HID over GATT

This Profile defines how a BLE wireless communication device can support HID Services over
the BLE protocol stack using the Generic Attribute Profile.

A HID Device Profile role i Specified as a GATT Server. Requires the following Services:
HID Service, Battery Service, and Device Information Service. Optionally may include
Scan Parameters Service as part of the Scan Server role of the Scan Parameters
Profile. HID Device supports multiple instances of HID Service and Battery Service and
may include any other optional Services.

I Peripheral GAP role

A Boot Host Profile role i Specified as a GATT Client. Requires support of the following
Service: HID Service. Support of Battery Service and Device Information Service is
optional.

I Central GAP role

I Peripheral and Central GAP roles

A Report Host Profile role i Specified as a GATT Client. Requires support of the following
Services: HID Service, Battery Service, Device Information Service. Support of Scan
Client role of the Scan Parameters is optional.

I Central GAP role

I Peripheral and Central GAP roles

A Report and Boot Host Profile role i Specified as a GATT Client. Requires support of the
following Services: HID Service, Battery Service, Device Information Service. Support
of Scan Client role of the Scan Parameters is optional.

I Central GAP role
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I Peripheral and Central GAP roles
For detail, refer to HID over GATT Profile Specification.

Indoor Positioning

The Indoor Positioning Service exposes location information to support mobile devices to
position themselves in an environment where GNSS signals are not available. For example, on
indoor premises. The location information is mainly exposed via advertising and the GATT-based
service is primarily intended for configuration.

The Indoor Positioning Service is not available on the Profile drop-down list. It can be added to
the Custom Profile (or other) on the Profiles tab.

For detail, refer to Indoor Positioning Service Specification.

Internet Protocol Support

This Profile provides the support of exchanging IPv6 packets between devices over the
Bluetooth Low Energy transport. The IPSP defines two roles i Node role and Router role. A
device may support both Node role and Router role. A device supporting the Node role is likely
to be a sensor or actuator. A device supporting the Router role is likely to be an Access Point
(such as home router, mobile phone, or similar).

A Node Profile role i Specified as a GATT Server. Requires the following Service: Internet
Protocol Support Service.

I Peripheral GAP role

I Peripheral and Central GAP role

Ve

A Router Profile role i Specified as a GATT Client. Requires support of the following
Services: Internet Protocol Support Service.

I Central GAP role
I Peripheral and Central GAP role
For detail, refer to Internet Protocol Support Profile Specification.

Location and Navigation

This Profile enables devices to communicate with a Location and Navigation Sensor for use in
outdoor activity applications.

Ve

A Location and Navigation Sensor Profile role T Specified as a GATT Server. Requires
the following Service: Location and Navigation Service. Optionally may include Device
Information Service and Battery Service.

I Peripheral GAP role
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A Collector Profile role i Specified as a GATT Client. Requires support of the following
Services: Location and Navigation Service. Support of Device Information Service
and Battery Service is optional.

I Central GAP role

I Peripheral and Central GAP roles
For detail, refer to Location and Navigation Profile Specification.

Object Transfer

This Profile defines the fundamental requirements to enable an Object Client that is used to
create and delete objects and to execute a variety of actions using a currently selected object.
Such actions can be: reading object data from or writing object data to an Object Server that
exposes the Object Transfer Service. This profile is designed to be referenced by a higher layer
specification to enable a variety of object transfer use cases.

Ve

A Object Transfer Server Profile role 1 Specified as a GATT Server. Requires the following
Service: Object Transfer Service.

I Peripheral GAP role

Ve

A Object Transfer Client Profile role i Specified as a GATT Client.
I Central GAP role

For detail, refer to the Object Transfer Profile Specification and Object Transfer Service
Specification.

Phone Alert Status

This Profile enables a device to alert its user about the alert status of a phone connected to the
device.

Ve

A Phone Alert Server Profile role i Specified as a GATT Server. Requires the following
Services: Phone Alert Status Service.

I Central GAP role

I Peripheral and Central GAP role

Ve

A Phone Alert Client Profile role i Specified as a GATT Client. Requires support of the
following Service: Phone Alert Service.
I Peripheral GAP role

I Peripheral and Central GAP role
For detail, refer to Phone Alert Status Profile Specification.
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Proximity
The Proximity Profile enables proximity monitoring between two devices.

A Proximity Reporter Profile role i Specified as a GATT Server. Requires the following
Service: Link Loss Service. Optionally may include Immediate Alert Service and Tx
Power Service if both are used. Using only one of the optional Services is not allowed.

I Peripheral GAP role
I Central GAP role

A Proximity Monitor Profile role T Specified as a GATT Client. Requires support of the
following Services: Link Loss Service. Support of Immediate Alert Service and Tx
Power Service is optional. The same restrictions apply to Proximity Reporter.

I Central GAP role
Peripheral GAP role

I
I Peripheral and Central GAP role

For detall, refer to Proximity Profile Specification.

Pulse Oximeter

This Profile is used to enable communications between a Pulse Oximeter (PLX) and a Collector.
It guides you to find, connect to, receive measurements from, and configure a pulse oximeter
that supports this profile.

Ve

A Pulse Oximeter Sensor Profile role i Specified as a GATT Server. Requires the
following Services: Pulse Oximeter Service and Device Information Service. Optionally
may include Bond Management Service, Current Time Service and/or Battery Service.

I Peripheral GAP role

Ve

A Collector Profile role i Specified as a GATT Client. Requires support of the following
Services: Pulse Oximeter Service and Device Information Service. Support of Bond
Management Service, Current Time Service and/or Battery Service is optional.

I Central GAP role
I Peripheral and Central GAP roles
For detail, refer to Pulse Oximeter Specification.
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Running Speed and Cadence

This Profile enables a Collector device to connect and interact with a Running Speed and
Cadence Sensor for use in sports and fitness applications.

Ve

A Running Speed and Cadence Sensor Profile role i Specified as a GATT Server.
Requires the following Service: Running Speed and Cadence Service. Optionally may
include Device Information Service.

I Peripheral GAP role

A Collector Profile role i Specified as a GATT Client. Requires support of the following
Services: Running Speed and Cadence Service. Support of Device Information
Service is optional.

I Central GAP role

I Peripheral and Central GAP roles
For detail, refer to Running Speed and Cadence Profile Specification.

Scan Parameters

This Profile defines how a Scan Client device with BLE wireless communications can write its
scanning behavior to a Scan Server, and how a Scan Server can request updates of the Scan
Client scanning behavior.

Ve

A Scan Server Profile role i Specified as a GATT Server. Requires the following Service:
Scan Parameters Service.

I Peripheral GAP role

A scan Client Profile role i Specified as a GATT Client. Required support of the following
Service: Scan Parameters Service.

I Central GAP role

I Peripheral and Central GAP roles
For detall, refer to Scan Parameters Profile Specification.

Time
The Time Profile enables the device to get the date, time, time zone, and DST information and
control the functions related to time.

Ve

A Time Server Profile role i Specified as a GATT Server. Requires the following Service:
Current Time Service. Optionally may include Next DST Change Service and
Reference Time Update Service.

I Central GAP role

I Peripheral and Central GAP role
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A Time Client Profile role i Specified as a GATT Client. Requires support of the following
Service: Current Time Service. Support of Next DST Change Service and Reference
Time Update Service is optional.

I Peripheral GAP role

I Peripheral and Central GAP role
For detail, refer to Time Profile Specification.

Weight Scale

The Weight Scale Profile is used to enable a data collection device to obtain data from a Weight
Scale that exposes the Weight Scale Service.

A Weight Scale Profile role T Specified as a GATT Server, and may be also a GATT Client.

Requires the following Services: Weight Scale Service and Device Information
Service.

Optionally may include: User Data Service, Body Composition Service, Battery
Service and Current Time Service.

I Peripheral GAP role

A Collector Profile role i Specified as a GATT Client, and may be also a GATT Service.

Required support of the following Service: Weight Scale Service and Device
Information Service.

Support of User Data Service, Body Composition Service, Battery Service and
Current Time Service is optional.

I Central GAP role

I Peripheral and Central GAP roles
For detail, refer to Weight Scale Profile Specification.

Wireless Power Transfer

The Wireless Power Transfer Profile (A4AWP) enables communication between Power Receiver
Unit and Power Transmitter Unit in the Wireless Power Transfer systems.

Ve

A Power Receiver Unit Profile role i Specified as a GATT Server. Requires the following
Service: Wireless Power Transfer.

I Peripheral GAP role

A Power Transmitter Unit Profile role i Specified as a GATT Client. Requires support of
the following Service: Wireless Power Transfer.

I Central GAP role
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I Peripheral and Central GAP roles

The Wireless Power Transfer Profile is a custom service defined by the Alliance for Wireless
Power (AAWP).

Refer to AirFuel Alliance for the detailed information about the Wireless Power Transfer Profile.

Custom

Used to create a custom Profile. It allows you to add a Custom Service and gives control over
the Service types. Custom Services cannot be used in stand-alone mode; they need to be used
in a Profile. For example, the Device Information Service is used in the Heart Rate Profile. It can
be used in a custom Profile, or it can be added to any of existing Profiles.

Note The Apple Notification Center Service is not included into any Bluetooth SIG adopted
Profiles, so it can be used only within custom Profile.

Ve

A server (GATT Server) Profile role
Peripheral GAP role

Central GAP role

I Peripheral and Central GAP roles

A Client (GATT Client) Profile role
I Peripheral GAP role
I Central GAP role
I Peripheral and Central GAP roles

Ve

A Client and Server (GATT Client and Server) Profile role
I Peripheral GAP role

I Central GAP role
I Peripheral and Central GAP roles

Bootloader Profile

The component supports the Bootloader Profile and Bootloader Service, which allow a
Bootloader component to update the existing firmware on the Cypress BLE device. The
Bootloader Service uses the Bluetooth Low Energy interface as a communication interface. It
can be added to any of the profiles if the design requires updating the firmware Over-the-Air
(OTA).

The Bootloader Service is designed to be used with the Cypress Bootloader/Bootloadable
components and therefore it uses the characteristic structure compatible with the Bootloader
component command format.
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Profile Role

The Profile role parameter configuration depends on the chosen Profile, and the Profile role
selection affects the GAP role parameter. These parameters affect the options available on the
Profiles tab.

A GATT Server i Defines the role of the device that contains a specific data in a structured
form. The device in this role is usually a sensor that gets the data. The data is structured
in the GATT database. BLE Profiles can introduce their own names to identify GATT

Server device (e.g. Find Me Pr erverdeviceswsualy fnFi r

utilize the GAP Peripheral role.

A GATT Client i Defines the role of the device that generates requests to the GATT Server
device to fetch data. BLE Profiles can introduce their own names to identify GATT Client
device (e. g. Find Me Profile uses AFind Me
the GAP Central role.

A\ Client and Server i Defines the role of the device that concurrently can perform
functionality of a GATT Client and Server Profile role. For example, a peripheral device
can act as a GATT Client and start discovering the iOS device's (acting as GATT Server)
Services (Battery, Time and Apple Notification Central Service).

Gap Role
The GAP role parameter can take the following values:

Ve

A Peripheral i Defines a device that advertises using connectable advertising packets and
so becomes a slave once connected. Peripheral devices need a Central device, as the
Central device initiates connections. Through the advertisement data, a Peripheral device
can broadcast the general information about a device.

A Central i Defines a device that initiates connections to peripherals and will therefore
become a master when connected. Peripheral devices need a Central device, as the
Central device initiates connections.

A Peripheral and Central i In this role, the application can perform role reversal between
Peripheral and Central roles at run time. For example, Bluetooth Smart watch (Peripheral)
can connect to a smartphone (Central device). The same sports watch can then switch to
the Central device mode to obtain data from other Peripheral devices such as a heart rate
monitor and a blood pressure sensor.

Note The BLE device can also be configured to simultaneously support both Peripheral
and Broadcaster or Central and Observer roles. This option is not exposed in the GUI, but
can be dynamically configured in the firmware. Refer to the BLE Cycling Sensor code
example for an implementation of simultaneous Peripheral and Broadcaster roles.
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Over-The-Air bootloading with code sharing

This option is used in the over-the-air (OTA) implementation. It allows you to share the BLE
component code between two component instances: one instance with profile-specific code and
one with the stack. This parameter allows you to choose between the following options:

A Disabled i Disables the OTA feature.

A stack only T The component represents only the stack portion of BLE along with a
Bootloader Service. Used to isolate the stack from the profiles.

Stack only mode is used in the BLE OTA Upgradable Stack Example.

Note This mode requires approximately 3024 additional bytes of heap memory. If there is
not enough heap memory, the BLE component will not work. The Heap size property can
be modified in the PSoC Creator Design-Wide Resources System Editor. See the PSoC
Creator Help for more information.

A Profile only i This option makes the component only have the profile-specific code.
Stack is excluded.

I Stack dependency i This field allows you to associate a Profiles only project with
a Stack only project. Each project configured in Stack only mode during the build
generates the .CYCSA file located in the Generated_Source project folder. This file
needs to be referenced from the Profiles only project using this field.

General Tab i Broadcaster/Observer

The Broadcaster/Observer mode allows you to configure the device directly into one of the
non-connectable GAP roles that does not require a Profile definition.

@ Broadcaster/Obserser
AP role:
@ Broadcaster

Obzerver
Two GAP roles are available for selection:

A Broadcaster i Similar to the Peripheral role, the device sends advertising data. However
Broadcaster does not support connections and can only send data but not receive it.

Ve

A Observer i The device scans for Broadcasters and reports the received information to an
application. The Observer role does not allow transmissions.
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General Tab i Host Controller Interface

Choosing this configuration places the component in HCI mode, which enables use of the device
as a BLE controller. It also allows communication with a host stack using a Component
embedded UART. When choosing this mode, the Profiles tab, GAP Settings tab, and L2CAP
Settings tab become unavailable.

(® Host Controller Interface (HCI)

() Software HCI
(®) HCl over UART

Baud rate (bps): 115200 e

Data bits: ]

Parity: MNone

Stop bits: 1 bit

Flow contral

RTS  Polarty: | Active low ~ | RTSFIFO level: |4 =
CTs Polarty: | Active low w

Two HCI interfaces are available for selection:

A Software HCI
The BLE host communicates with the BLE controller using the software transport.

Use CyBle_HciSendPacket() to send the HCI commands to the BLE controller. The BLE
controller will generate CYBLE_EVT_HCI_PKT event with responses to HCI commands in
the registered application callback. The same event should be used to receive commands
from remote devices in the HCI format.

Ve

A HCl over UART
The BLE host communicates with the BLE controller via a UART.
The UART is a full-duplex 8 data bit, 1 stop bit, no parity with Flow control interface.
The parameters:
I Baud rate (bps) i Configures a UART baud rate.
|

RTS T Enables the Ready to Send (RTS) output signal. The RTS signal is part of
the flow control functionality used by the receiver. If the receiver is ready to accept
more data, it will keep the RTS signal active. The RTS FIFO level parameter
determines if RTS remains active. The default value is True.

I RTS Polarity i Defines active polarity of an RTS output signal as Active Low
(default) or Active High.
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—_—

RTS FIFO level i Only available for the PSoC 4100 BLE / PSoC 4200 BLE / PSoC
4100M / PSoC 4200M / PSoC 4200L / PSoC 4000S / PSoC 4100S / PSoC Analog
Coprocessor devices. Determines whether an RTS signal remains active. While the
RX FIFO has fewer entries than the RTS FIFO level, the RTS signal remains
active. Otherwise, the RTS signal becomes inactive. The RTS remains inactive unit
data from RX FIFO will be read to match RTS FIFO level. The default value is 4.

I  CTS1 Enables the Clear to Send (CTS) input signal to be routed out to the pin.
The CTS signal is part of flow control functionality used by the transmitter. The
transmitter checks whether the CTS signal is active before sending data from the
TX FIFO. The transmission of data is suspended if the CTS signal is inactive, and
transmission will be resumed when the CTS signal becomes active again. Default
value: true.

I CTS Polarity 1 Defines the active polarity of a CTS input signal as Active Low
(default) or Active High.
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Profiles Tab

The Profiles tab is used to configure Profile-specific parameters. It is directly affected by the
choice of Profile settings set in the General tab. The Profiles tab has 3 areas: Toolbars, Profiles
tree, and Parameters Configuration.

ﬁ_—Tquhars Profiles Tree— —Parameters Configuration
Ce|figure 'BLE" @
f1arme; BLE_1
General .~ Profiles | GAP Settings || L2CAP Ef ktings | Buil-in 1k
Add - - Profile:  Alert Motification
“‘i’ F e LLEl Thiz profile enables a client device to receive different lppes of alerts

and event infarmation, az well az information on the count of new
alertz and unread items. which exizt in the server device.

=14 E‘ Alert Natification -
-4 B Alet Notification Server
—-{8) Generic Access
i -E Device Marme
----- -E Appearance
o C Peripheral Preferred Connec
=14 ':-' ! Generic Attribute
—C Service Changed
I;} Client Characteristic Cor
=14 ':-' ¢ dlert Matification
----- -E Supported Mew dlert Cateqc
—-E Mew blert
I;} Client Characteristic Cor
----- -E Supported Urread &lert Cate
— € Unread Alert Status

t.iD) Client Characteristic Cor =™
4 T r

m

Dratasheet 0k, l | Apply | | Cancel

Toolbars

The toolbars contain navigation options and a means to add or delete Services, Characteristics,
and Descriptors.

Ve

A Add Service i Available when the Profile Role is highlighted in the Profile tree. It allows
loading of Services in the selected Profile Role. In GATT server configuration, this option
adds the selected service data to the server GATT database and enables service-specific
APIs. In GATT client configuration, the data structures for auto discovery of this service is
created by the Component. If services not-populated in the GUI are discovered during
auto discovery, the Component ignores those service and the application is responsible
for discovering such services details.
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Refer to the Profile section for the available Services.

A Add Characteristic i Available when a Service is highlighted in the Profile tree. The
Characteristic options are unique to each Service and are all loaded automatically when a
Service is added to the design. The Add Characteristic button can be used to manually
add new Characteristics to the Service. All Characteristics for the above mentioned
Services plus Custom Characteristic are available for selection.

A Add Descriptor i Available when a Characteristic is highlighted in the Profile tree. Similar
to the Characteristic options, Descriptor options are unique to a Characteristic and are all
automatically loaded when a Characteristic is added to the design. For detail of BLE
Characteristic Descriptors, refer to developer.bluetooth.org.

Note Only Bluetooth SIG members have full access to this site.

Delete 1 Deletes the selected Service, Characteristic, or Descriptor.

> >

Load/Save i Imports/Exports Profiles, Services, Characteristics, and Descriptors as
shown in the tree. This functionality is independent of the Load Configuration/Save
Configuration buttons on the General tab. That is, this allows you to customize this tree
independently of the general settings. Each exported file type will have its own extension.

The BLE component supports import and export of profiles in the file format of Bluetooth
Developer Studio tool. Use Load BDS Profile command to import the BDS profile and
Save Profile in BDS format command to export the profile into the BDS file format.

A Rename i Renames the selected item in the Profiles tree.

Ve

A Move Up/Down i Moves the selected item up or down in the Profiles tree.
A Copy/Paste i Copies/pastes items in the Profiles tree.

A Expand All i Expands all items in the Profiles tree.

Ve

A Collapse all Services i Collapses all Services in the Profiles tree.

Profiles Tree

The Profiles tree is used to view Services, Characteristics, and Descriptors in the selected
Profile. By navigating through the tree, you can quickly add, delete, or modify Services,
Characteristics, and Descriptors using the toolbar buttons or the context menu. You can
configure the parameters by clicking an item on the tree. These parameters will show in the
Parameters Configuration section.
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Parameters Configuration

The Parameters Configuration section allows you to configure a Service or Characteristic by
selecting the type of Service or Characteristic in the tree.

Notes

A All Profiles must have a Generic Access Service and a Generic Attribute Service.
A The Service Characteristics are configurable only when the device is a GATT Server.

A The security settings located in the GAP Settings tab are applied globally. Also, you can
manually configure the security of each Characteristic/Descriptor.

Ve

A The tree node icons may have two colors: blue T the node is mandatory and cannot be
deleted; white i the node is optional.

Generic Access Service

Configure 'BLE @
Mame: BLE_1
General ** Profiles ] GAP Settings  L2CAP Settings |~ Advanced ©* Built-n 1 bk
Add Descripter - X |- =~ Charactenstic: Device Name
£ N |Bx @ LLE! JuiD: 2A00
EF‘ Alert Netffication Name Type Length Walue
=48 Mlert Notification Server =~ Fields
=] IC?'eneriu:: Access
e e Nomelute 0|
Appearance [=}Properties
C! Perpheral Prefemed Connection Parameters i Read Mandatory
-4 C) Central Address Resolution -
=-{8) Generic Attribute R 0
BC Service Changed [+ Permissions
@ Client Characteristic Configuration

E1-§) Mert Notification

g Supported New Alert Category
£ MNew Alert
D Client Characteristic Configuration
-4} Supported Unread Alert Category
-{€) Unread Alert Status
D Client Characteristic Configuration
£ Alert Notification Control Point

]
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This Service is used to define the basic Bluetooth connection and discovery parameters. Click
the Characteristic under the Generic Access Service to view that particular Characteristic
settings. You perform the actual Characteristics configuration in the General options located in
the GAP Settings tab.

A Device Name i The name of your device. It has a read (without
authentication/authorization) default-associated property. This parameter can be up to
248 bytes. The value comes from the Device Name field on the GAP Settings tab, under
General.

A Appearance i The device's logo or appearance, which is a SIG-defined 2-byte value. It
has a read (without authentication/authorization) default-associated property. The value
comes from the Appearance field on the GAP Settings tab, under General.

A Peripheral Preferred Connection i A device in the peripheral role can convey its
preferred connection parameter to a peer device. This parameter is 8 bytes in total and is
composed of the following sub-parameters.

Note This parameter is read-only and is derived from the GAP Settings tab, Peripheral
Preferred Connection Parameters node. It will only be available when the device
supports a Peripheral role. Refer to the GAP Settings Tab Peripheral preferred connection
parameters section for more information.

I Minimum Connection Interval T A 2-byte parameter that denotes the minimum
permissible connection time.

Maximum Connection Interval i A 2-byte parameter that denotes the maximum
permissible connection time.

—

I Slave Latency 1 A 2-byte value that defines the latency between consecutive
connection events.

I Connection Supervision Timeout Multiplier i A 2-byte value that denotes the LE
link supervision timeout interval. It defines the timeout an LE link needs to be
sustained for if no response comes from a peer device over the LE link.

Note The above parameters are used for connection parameters update procedure over
L2CAP if a GAP central device does not use the peripheral preferred connection
parameters. For example, iOS7 ignores peripheral preferred connection parameter
Characteristics and establishes a connection with a default 30 ms connection interval. The
peripheral device should request a connection parameter update by sending an L2CAP
connection parameter update request at an appropriate time.

Typical peripheral implementation should initiate an L2ZCAP connection parameter update
procedure after any Characteristic is configured for periodic notification or indication.

A Central address resolution i A device in the central role can convey whether it supports
privacy with the address resolution. The Peripheral checks if the peer device supports the
address resolution by reading the Central Address Resolution characteristic before using
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the directed advertisement where the initiator address is set to a Resolvable Private
Address (RPA).

Generic Attribute Service

Configure 'BLE'

Name: BLE_1
General "~ Profiles ] GAP Settings ~ L2CAP Settings |~ Advanced |~ Built-in 4 b
c‘ﬂ‘ Add Descriptor ~ X E- H- Characteristic: Service Changed
3 A mE UUID: 2A05
BE‘ Alert Motification Mame Type  Length Value

EIR Aert Motffication Server

Y -} Fields
=48 Generc Access :
1 C Device Name Start of Affected Attribute Handle Range |uintlé |2
p Appearance “End of Mfected Attribute Handle Range |uintl& |2
C) Peripheral Prefemred Connection Parameters | |50 Properties
-4 C) Central Address Resolution ; )
£1-(8) Generic Attribute ~Indicate Mandatory
B0 [+ Permissions
b D Cliert Characteristic Configuration

=-48) Alert Notification
Supported MNew Alert Categorny
C) Mew Alert
I;) Client Characteristic Corfiguration
Supported Unread Alet Category
£) Unread Alert Status
: I;) Client Characteristic Corfiguration
“wlf) Mert Notification Control Point

e m I o=

Click the Characteristic under the Generic Attribute Service to configure a particular
Characteristic.

A Service Changed 1 Used to indicate to a connected device that a Service has changed
(i.e., added, removed, or modified). Used to indicate to GATT Clients that have a trusted
relationship (i.e., bond) with the GATT Server when GATT based Services have changed
when they re-connect to the GATT Server. It is mandatory for the device in the GATT
Client role. For the device in the GATT Server role, the Characteristic is mandatory if the
GATT Server changes the supported Services in the device.
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Custom Service Configuration

Configure 'BLE' ? X
Name:  [BLE_1
General ./~ Profiles l GAP Settings [~ L2CAP Settings |* Advanced | Builtn q b
= Add Characteristic - X E-H- Service: Custom Service
h —
T+ 5} UUID: |F53339A4-D3C54380-B243-EBIGESDT16EB 1286t v | | Generate
=-iP) Custom )
EIR Server Service type

ElS Generic Access (®) Primary
40 Device Name

C opearance () Secondary

[ Peripheral Preferred Connection
t-{C) Certral Address Resolution

E—]S Generic Attribute

EIC ) Service Changed

l} Client Charactenistic Configur

EIC Custom Characteristic
D Custom Descriptar

E|5 Custom Service 2

ElC Custom Characteristic
D Custom Descriptor

Included services:
] Custom Service 2

- o[ oo

uulD

A universally unique identifier of the service. This field is editable for Custom Services. Use the
Generate button to generate a random 128-bit UUID.

Service type

A Primary i Represents the primary functionality of the device.

A Secondary 1 Represents the device additional functionality. A secondary service must be
included in another service.

Included services

A The list of the Services that can be included in the selected Service. Each Service may
have one or more included Services. The included Services provide the additional
functionality for the Service.
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Custom Characteristic Configuration

Bluetooth Low Energy (BLE)

Configure 'BLE' ? X
Name:  |BLE_1
GeneraI/V Profiles I/-G.AP Settings I/-LZC.AP Settings }/’Advanced I/-Built—in ] q b
% Add Descriptor - X |5~ [d~ Characteristic: Custom Characteristic
2 L s
% 52 [=] uuiD: |CB?35DA8—DD5E-1{EB—IF3—DG1C258?F25E 128bit ~ Generate
BJ\E). C_ustom
4 Sover + X
-8 Generic Access
4@ Device Name : Mame Type Length Value
! Appearance =} Fields
(" Peripheral Preferred Connection L New field |uint3 e |1 |
-l C) Central Address Resolution = 7
28 Generic Attibute b Properties
-4C) Service Changed - Broadcast O
D) Client Characteristic Corfigur - Rend
BJ@ C_ustorn Service o
20 vinte =
..{D) Custom Descriptor - \nritewfithoutResponse [l
- Indicate [
- Signedwrite O
- Reliable\write O
- \initablefuxiliaries [
[=t-Permissions
| Read
- Encryption Mo encryption required w
- Authentication Mo authentication required w
- Buthonization Mo authorization reguired ~
-{+] Update after GAP Security Level change
[ airite
L4 >
oanbon o[ ome
UuiD

A universally unique identifier of the Characteristic. This field is editable for Custom
Characteristics. Use the Generate button to generate a random 128-bit UUID.

Fields

Represent a Characteristic value. The default value for each field can be set in the Value
column. The fields are customizable for the Custom Characteristic.
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Properties

PSoC®Cr eat or E Component

The Characteristic properties define how the Characteristic value can be used. Some properties
(Broadcast, Notify, Indicate, Reliable Write, Writable Auxiliaries) require the presence of a
corresponding Characteristic Descriptor. For details, refer Bluetooth Core Specification Vol.3,
part G (GATT),secti on 3.3. 1.1

Permissions

AfCharacter.i

St

c

Propert.i

Characteristic permissions define how the Characteristic Value attribute can be accessed and
the security level required for this access. Access permissions are set based on the
Characteristic properties. The Update after GAP Security Level change check box determines
if the Security permissions are automatically updated when the Security Mode or Security

Level parameters are changed on the GAP Settings tab.

Custom Descriptor Configuration

Configure 'BLE' ? X
Name: |BLE_1
General - Profiles I GAP Settings [ L2CAP Settings |[* Advanced | Builtn q b
Add - X |- - Descriptor: Custom Descriptor
' -
i 43 =] uuiD: |FB-ABC3AE—2E23~4AEE—BEE1-D324CACA?FSE 128bit -~ Generate
BF‘ Custom
=R Server 4 X
=48 Generic Access
"\ Device Name : Name Type Length Value
! Appearance [=} Fields
) Perpheral Preferred Connection L MNew figld |uintB v |-| |
) Central Address Resolution o
E—ZIS Generic Attribute L - Ssions
=-C) Service Changed EHv] Read
=@ Client Characteristic Corfigur - Encryption Mo encryption reguired ~
=145} Custom Service . - I : -
54©) Custom Characteristic Authentication Mo authentication required
D) - Buthonzation No authonization reguired ~
«{_] Update after GAP Security Level change
] Write
< >
Datashect Poply Cancel
UulID

A universally unique identifier of the Descriptor. This field is editable for Custom Descriptors. Use
the Generate button to generate a random 128-bit UUID.
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Fields

Fields represent a Descriptor value. The default value for each field can be set in the Value
column. In case of the Custom Descriptor, the fields are customizable.

Permissions

Descriptor permissions define how the Descriptor attribute can be accessed and the security
level required for this access.

Bootloader Service Configuration

Configure 'BLE' @
Name: BLE_1
General -~ Profiles ] GAP Settings |~ L2CAP Settings - Advanced | Builtn 4 b
= Add Characteristic ~ E- - Senvice: Bootloader
Eid i B @ LLE! UUID: G0060000-FBCE-11E4-ABF4-0002ARDECE1B

B4 E‘ ! Bootloader LELEsiis

E-iR) Bootloader Server @ Primary
£-i8) Generic Access
1; Device Name
g Appearance
:{C) Peripheral Prefered Connection Parameters
L{C) Central Address Resolution
[—]§ Generic Attibute
E|C Service Changed
L D Client Characteristic Configuration
=@
E|1; Command
b D Client Characteristic Corfiguration

) Secondary

Included services:

Cm

uulD

A universally unique identifier of the service. The UUID is set to 00060000-F8CE-11E4-ABF4-
0002A5D5C51B.

Service type

A Primary i Represents the primary functionality of the device.

A Secondary 1 Represents an additional functionality of the device. The secondary service
must be included in another service.
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Included services

Ve

A The list of the Services that can be included in the selected Service. Each Service may
have one or more included Services. The included Services provide the additional
functionality for the Service.

Command Characteristic Configuration

Configure 'BLE' @
Name: BLE_1
General "~ Profiles I GAP Settings -~ L2CAP Settings -~ Advanced | Builtin 4 b
o Add Descriptor + X |G~ [~ Characteristic: Command
Eid Bx @ H-E| UUID: 000s0001-FSCE-11E4-ABF4-0002ASD5SC51B
B_P Boctloader Name Type | Length Value
=48 Bootloader Server =~ Fields
E-{8) Generic Access .
%) Device MName - Start uintd 1
c Appearance - Command code |uint8 1
(o) Peripheral Prefered Connection Parameters - Data length Gintls |2
EAC) Central Address Resolution -
48 Generc Attribute ~Data uintd o
E|C Service Changed - Checksum uint1eé |2
4D Client Characteristic Configuration End wints 1
[=-45’ Bootloader )
&-© S B
‘-ip Cliert Characteristic Corfiguration - \rite Mandatary
- Maotify Mandatory
[+ Permissions

T

uulD

A universally unique identifier of the Characteristic. The UUID is set to 00060001-F8CE-11E4-
ABF4-0002A5D5C51B.

Fields
Fields represent Command Characteristic values, such as the following.

A Start of packet i This constant defines the start of a bootloader packet.

Ve

A Command i This field defines a bootloader command. Since the bootloader commands
are dependent on the revision of the Cypress Bootloader/Bootloadable component, refer
to the Bootloader/ Bootloadable component datasheet for the list and description of
bootloader commands.
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A Status Code i This field defines the status code of the command.

A Data Length i This field defines the length of the bootloader command/response and
should be set to the maximum command data length that can be used in the design. The
maximum command data length should be obtained from the Bootloader component
datasheet.

Per specifics of the BLE protocol, if the command requires a response larger than 20
bytes, the attribute MTU size should be increased. To support the responses with a data
length set to 56 (response for Get Metadata command), the attribute MTU size should be
set to 66. This can be seen from the following equation:

MTU size = Data Length + Bootloader command overhead + notification
parameters overhead

Where:
I Data Length = the response data length
I Bootloader command overhead = 7
I Notification parameters overhead = 3

Not following this will result in the BLE component failing to send a response to the
requested command.

Ve

A Datai This field defines bootloader command data. The length of this field is specified by
the Data Length field.

Ve

A Checksum i This field defines a checksum computed for an entire packet with the
exception of the Checksum and End of Packet fields.

Ve

A End of Packet i This constant defines the end of a bootloader packet.

Properties
The Command Characteristic can be Written or Notified.

Permissions

Characteristic permissions define how the Characteristic Value attribute can be accessed, as
well as the security level required for this access. Access permissions are set based on the
Characteristic properties. The Update after GAP Security Level change check box determines
if the Security permissions are automatically updated when the Security Mode or Security
Level parameters are changed on the GAP Settings.
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GAP Settings Tab

The GAP parameters define the general connection settings required when connecting Bluetooth
devices. It contains various sections of parameters based on the item you select in the tree.

The GAP Settings tab displays the settings possible based on the GAP role selected in the
General tab. This tab allows the default settings of the active tree item to be restored by using
the Restore Defaults button.

The following sections show the different categories of parameters based on what item you
select in the tree.

GAP Settings Tab i General
This section contains general GAP parameters:

Configure 'BLE’ B
Name: BLE_1
General | Profies,”” GAP Settings ] L2CAP Settings |~ Advanced |~ Buift-in q4p
m Device address
—|-Central role ] _
-Scan seftings Public address (Company ID - Company assigned):  00AD50-X000GK
s -Co.r;;'{]ectlcn paramete Silicon generated "Company assigned" part of device address
- Becur
iy You can use the user configuration section of the supervisory flash
to store the public device address for mass production.
Device name:
Appearance: IUnknown hd
Attribute MTU size (bytes): 23 =
Link layer max TX payload size (bytes): |27 =
Link layer max RX payload size (bytes): |27 =
Adv/Scan TX power level (dBm): 1] b
ConnectionTX power level (dBm): a v
d I b ["] Enable Link Layer Privacy
Restore Defaults
Datasheet Apply Cancel

Public device address (Company ID i Company assigned)

This is a unique 48-bit Bluetooth public address used to identify a device. It is divided into the
two parts:

Ve

Afcom p a n y Thie P4amost significant bits contain this part. It is a 24-bit Organization
Unique Identifier (OUI) address assigned by IEEE.

Anco mp any a sisThed4least Gignificant bits contain this part.
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The address configured here is static and is designed to be used for development purposes only.
During production, the device address should be programmed into the userd6 SFLASH location
for device address (row 0 of user SFLASH) via the SWD interface. Normally, this address must
be programmed only once during mass production, and then never changed as in-field.
However, user flash can be reprogrammed in-field many times. During prototyping (FW design),
the device address can be programmed into the userd SFLASH location using MiniProg3 and
the sample application installed in the "C:\Program Files
(x86)\Cypress\Programmer\Example\Misc\PSoC4-BLE-SFLASH-Update\Executable\" folder of
PSoC Programmer. Enter a device address structure of type CYBLE _GAP_BD_ADDR_T in the
Row O line to store it in the SFLASH.

'_ ﬁg PSoCA-BLE SFLASH Update Too [ —c—|)

MiniProg3 Connection

1) Connect only one MiniProg3 to USE port.
2) Connect PSaC4-BLE to 5-pin Header of MiniProg3.
3) MiniProg3 will Supphy 1.8V to Target if Extemal Power is not Detected.

4) THIS APPLICATION WILL "ERASE" ALL TARGET's FLASH.

SFLASH Data
1) Enter Space Separated Bytes in HEX Format. For Examle: "0 12 AB CD EF 1A 59 7 8",

2) Entered Bytes Wil Be Programmed from the Row's Start. Other Bytes (up to 1284h) will be Set to (00

|| Row 0 [xOFFF F200] 11 00 00 50 AD 00 0O|
[C] Row 1 [&<0FFF F280)
[C] Row 2 [(xOFFF F300]
[] Row 3 [(xOFFF F280)

Update SFLASH Status: PASS

Row 1, Row 2 and Row 3 are not used by the component and available for user information
storage. Note that row addresses and length (128 or 256 bytes) depend on the flash memory
size of the selected device. Row 0 address is: 0XOFFF F200 for device with 128 KB Flash or
OxOFFF F400 for device with 256 KB Flash.

This application is provided in the source code, and can be used as a reference example for
implementation in production programmers.

Silicon generated ACompany assignedo part of deyv

When checked, the ACompany as sisgenealed uspmathet of t he
factory programmed die X/Y location, wafer ID and lot ID of the silicon.
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Note Thesiliconrgener at ed ACompany assignedo option doe
address. For mass production, Cypress strongly recommends that the device address be
programmed into the userdés SFLASH | ocation (row

Device Name

The device name to be displayed on the peer side. It has a read (without
authentication/authorization) default-associated property. This parameter can be up to 248 bytes.

Note This parameter configures the GAP Service Device name Characteristic located in the
Profile Tree. It is available for modification only when the device is a GATT Server.

Appearance

The device's logo or appearance, which is a SIG-defined 2-byte value. It has a read (without
authentication/authorization) default-associated property.

Note This parameter configures the GAP Service Appearance Characteristic located in the
Profile Tree. It is available for modification only when the device is a GATT Server.

Attribute MTU Size

The Maximum Transmission Unit size (bytes) of an attribute to be used in the design. The valid
range is from 23 to 512 bytes. This value is used to respond to an Exchange MTU request from
the GATT Client.

Link Layer Max Tx Payload Size

The maximum link layer transmit payload size to be used in the design. The actual size of the

l ink | ayer transmit packet is decided baizged
during Data Length Update Procedure and will be informed through

'CYBLE_EVT_GAP_DATA LENGTH_CHANGE' event. The valid range is from 27 to 251 bytes.
This option is available only for devices supporting Bluetooth 4.2.

Link Layer Max Rx Payload Size

The maximum link-layer receive-payload size to be used in the design. The actual size of the link

| ayer receive packet is decided based o ndurindh e
Data Length Update Procedure and will be informed through

'CYBLE_EVT_GAP_DATA LENGTH_CHANGE' event. Valid range is from 27 to 251 bytes. This
option is available only for the devices supporting Bluetooth 4.2.

Setting the Link Layer Max Tx Payload Size or Link Layer Max Rx Payload Size to the value
greater than 27 enables the LE Data Length Extension feature.
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Adv/Scan TX power level

The initial transmitter power level (dBm) of the advertisement or scan channels upon startup.
Default: 0 dBm. Possible values: -18 dBm, -12 dBm, -6 dBm, -3 dBm, -2 dBm, -1 dBm, 0 dBm, 3
dBm.

Connection TX power level

The initial transmitter power level (dBm) of the connection channels upon startup. Default: 0
dBm. Possible values: -18 dBm, -12 dBm, -6 dBm, -3 dBm, -2 dBm, -1 dBm, 0 dBm, 3 dBm.

Note Due to hardware limitations, the 3-dBm value can be set only for the Adv/Scan TX power
level and Connection TX power level simultaneously.

Enable Link Layer Privacy

Enables the LL Privacy 1.2 feature of Bluetooth 4.2 and enables the generation of the
CYBLE_EVT_GAP_ENHANCE_CONN_COMPLETE and
CYBLE_EVT_GAPC_DIRECT_ADV_REPORT events.

Note that the CYBLE_EVT_GAP_DEVICE_CONNECTED event is not generated when this
feature is enabled. This option is available only for devices supporting Bluetooth 4.2.
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GAP Settings Tab i Advertisement Settings

These parameters are available when the device is configured as "Peripheral,” "Peripheral and
Central," or "Broadcaster" GAP role.

Configure 'BLE' @
Name: BLE_1
General -~ Profies ' GAP Settings ] L2CAP Settings | Advanced © Builtn 4 b

Discovery mode: lGener:iI 'l
Advertising type: [D::nnedable undirected advertising v]

- Advertisement packet

- Scan response packet Filter policy: lScan request: Any | Connect request: Any vl
Advertising channel map: [.NI channels ']

Advertising interval

Fast advertising interval:

Minimurm (ms): 20 =
Mapdimum (ms): 30 =
Timeout (s): 30 =

Slow advertising interval:

Minimum {ms): 1000 =

Mandmum {ms): 10240 =

Timeout (s): 150 =
4 m 3

Discovery mode

A Non-discoverable i The device cannot be discovered by a Central device.

Ve

A Limited Discoverable i Used by devices to be discoverable only for a limited period of
time, during temporary conditions, or for a specific event. A device advertising in Limited
Discoverable mode is available for a connection to Central device which performs the
Limited Discovery procedure. The timeout duration is defined by the applicable advertising
timeout parameter.

Ve

A General Discoverable i The device is used by devices to be discoverable continuously
or for no specific condition. A device advertising in General Discoverable mode is
available for a connection to Central device which performs the General Discovery
procedure. The timeout duration is defined by the applicable advertising timeout
parameter.
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Advertising type

This parameter defines the advertising type to be used by the LL for an appropriate Discovery
mode.

Ve

A Connectable undirected advertising i Used for general advertising of the advertising
and scan response data. It allows any other device to connect to this device.

A Scannable undirected advertising i Used to broadcast advertising data and scan
response data to active scanners.

Ve

A Non-connectable undirected advertising i Used only to broadcast advertising data.

Filter policy
This parameter defines how the scan and connection requests are filtered.

Ve

A scan request: Any | Connect request: Any i Processes scan and connects requests
from all devices.

A Scan request: White List | Connect request: Any i Processes scan requests only from
the devices on the White List and connects requests from all devices.

Ve

A scan request: Any | Connect request: White List i Processes scan requests from all
devices and connects requests only from the devices on the White List.

A Scan request: White List | Connect request: White List i Processes scan and
connects requests only from the devices on the White List.

Advertising channel map
This parameter is used to enable a specific advertisement channel.

Channel 37 1 Enables advertisement channel #37.

Channel 3817 Enables advertisement channel #38.

A

A

A Channel 391 Enables advertisement channel #39.

A Channels 37 and 38 1 Enables advertisement channels #37 and #38.
A Channel 37 and 391 Enables advertisement channels #37 and #39.
A Channels 38 and 39 1 Enables advertisement channels #38 and #39.

A All channels i Enables all the three advertisement channels.
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Advertising Interval

This parameter defines the interval between two advertising events. Sets the permissible
minimum and maximum values of the two Advertisement interval types: Fast advertising
interval and Slow advertising interval. Typically, after the device initialization, a peripheral
device uses the Fast advertising interval. After the Fast advertising interval timeout value
expires, and if a connection with a Central device is not established, the Profile switches to Slow
advertising interval to save the battery life. After the Slow advertising interval timeout value
expires, the 'CYBLE_EVT_GAPP_ADVERTISEMENT_START_STOP' event is generated.

Note The Advertising interval must be aligned with the selected Profile specification.

Ve

A Fast advertising interval i This advertisement interval results in faster LE Connection.
The BLE Component uses this interval value when the connection time is between the
specified minimum and maximum values of the interval.

[ Minimum i The minimum interval for advertising data and establishing the LE
Connection. The parameter is configured to increment in multiples of 0.625 ms.
The valid range is from 20 ms to 10240 ms.

—_—

Maximum i The maximum interval for advertising data and establishing the LE
Connection. The parameter is configured to increment in multiples of 0.625 ms.
The valid range is from 20 ms to 10240 ms.

—

Timeout T The timeout value of advertising with fast advertising interval
parameters. When unchecked, the device is advertising continuously and slow
advertising settings become unavailable. A timeout cannot occur before the
advertising interval expires. So, if a timeout value is less than the fast advertising
interval minimum value, a warning is displayed.

Ve

A slow advertising interval i Defines the advertising interval for slow advertising. This is
an optional parameter. If enabled i allows implementing advertising with a lower duty
cycle to save the battery life. The Slow advertising interval parameters are applied to the
device after an internal fast advertising interval timeout occurs. The minimum and
maximum values defined using this parameter allow the BLE Stack to expect the
advertising to happen within these intervals.

I Minimum T The minimum interval for advertising the data and establishing the LE
Connection. The parameter is configured to increment in multiples of 0.625 ms.
The valid range is from 1000 ms to 10240 ms.

—_—

Maximum i The maximum interval for advertising the data and establishing the LE
Connection. The parameter is configured to increment in multiples of 0.625 ms.
The valid range is from 1000 ms to 10240 ms.

I  Timeouti The timeout value of advertising with the slow advertising interval
parameters. When unchecked, the device is advertising continuously. A timeout
cannot occur before the advertising interval expires. So, if a timeout value is less
than the slow advertising interval minimum value, a warning is displayed.
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Advertisi . Advertising
Event Event Event
T advEvent - T advEvent >
advinterval .J advinterval ._:
¢ advﬂ%y advﬂeh;

Advertising

State

entered

- AdvDelay is a pseudo random delay of 0-10 ms.
- The complete advertising Event consists of one advertising Pakcage Data
Unit (PDU) sent to each of the advertising channels being used.
GAP Settings Tab 1 Advertisement Packet

This section displays the device configuration to contain the "Peripheral,” "Broadcaster," or

"Peripheral and Central" GAP roles. It is used to configure the Advertisement data to be used
in device advertisements.

Mame: BLE_1

General | Profiles,”” GAP Settings | L2CAP Settings | Advanced | Builtin | qp

i General
- Peripheral role

Advertisement data settings: Advertisement packet:

i Advertisement settings Description Value Index
e _
Scan response packet

----- Peripheral prefered conne| Length 002 [0

Securty [=H <<Flags>> 0o L]

- BR/EDR not supported | General discoverable mode D6 i)

1 LU L3

Restorz Defaults
T | B
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Advertisement / Scan response data settings

An Advertisement (AD) or Scan response data packet of 31-byte payload used to declare the
device's BLE capability and its connection parameters. This data structure is shown below as
specified in the Bluetooth specification.

Advertising or Scan Response Data (31 Octets)
- >
Significant Part Non-significant Part
-4 - -
AD Structure 1 | AD Structure 2 ... | AD Structure N 000é '000
I T Te——
[ -
| 1 Octet Length Octets T - _
Length Data
| |
| |
| n Octets Length i n Octets |
AD Type AD Type

A data packet can contain a number of AD structures. Each of these structures is composed of
the following parameters.

A AD Length i The size of the AD Type and AD Data in bytes.
A AD Type i The type of advertisement within the AD structure.

A AD Datai The data associated with the AD Type.
The total length of a complete Advertising packet cannot exceed 31 bytes.
An example structure for Advertisement data or Scan response data is as follows.

A AD Structure Element Definition:
I AD Length: Size of AD Type and associated AD Data = 5 bytes
I AD Type (1 byte): 0x03 (Service UUID)

I AD Data (4 bytes): 0x180D, 0x180A (Heart Rate Service, Device Information
Service)
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Bluetooth Low Energy (BLE)

The following table shows the AD Types.

AD Type Description
Flags Flags to broadcast the underlying BLE transport capability such as Discoverable
mode, LE only, etc.
Local Name Device Name (complete of shortened). The device name value comes from the

Device name field on the GAP Settings tab, under General.

Tx Power Level

Transmit Power Level. Taken from the Adv/Scan TX power level field on the GAP
Settings tab, under General.

Slave Connection Interval Range

The preferred connection interval range for the device. Not available in
Broadcaster GAP role.

Service UUID

The list of Service UUIDs that the device has implemented to be broadcasted.
There are different AD Type values to advertise 16-bit, 32-bit, and 128-bit Service
UUIDs. 16-bit and 32-bit Service UUIDs are used if they are assigned by the
Bluetooth SIG.

Service Solicitation

The list of Service UUIDs from the central device that the peripheral device may
use. There are different AD Type values to advertise 16-bit, 32-bit and 128-bit
Service UUIDs.

Service Data

2/4/16-byte Service UUID, followed by additional Service data.

Security Manager TK value

The temporal key to be used at the time of pairing. Not available in the
Broadcaster GAP role.

Appearance

The external appearance of the device. The value comes from the Appearance
field on the GAP Settings tab, under General.

Public Target Address

The public device address of intended recipients.

Random Target Address

The random device address of intended recipients.

Advertising Interval

The Advertising interval value calculated as an average of Fast advertising interval
minimum and maximum values configured on the GAP Settings tab, under
Advertisement Settings.

LE Bluetooth Device Address

The device address of the local device. The value comes from the Public device
address field on the GAP Settings tab, under General.

LE Role

The supported LE roles. Not available in the Broadcaster GAP role.

URI

URI, as defined in the IETF STD 66.

Manufacturer Specific Data

The 2-byte company identifier followed by manufacturer specific data.

Indoor Positioning

The data specified in the Indoor Positioning Service Specification. This is available
when the Indoor Positioning Service is present in the Profile.
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GAP Settings Tab i Scan Response Packet

This section displays when the device is configured to contain a "Peripheral,” "Broadcaster," or
"Peripheral and Central" GAP role. It is used to configure the Scan response data packet to be
used in response to device scanning performed by a GATT Client device.

Configure 'BLE @
Mame: BLE_1
General [ Profiles, /" GAP Settings |° L2CAP Settings |~ Advanced |~ Built-in 1 b
Geheml Scan responze data settings: Scan response packet:
=)+ Peripheral role
.. Advettisement seftings MName Value Description Value Index
Advetissment paccl;::t W Local Name =-AD Data 1: <<Slave Connection Interval Rangess
can response packet H

. Peripheral prefemred conne LT e e 10

.. Security [+ Slave Connection Interval Range [} <<5lave Connection Interval Rangex> 0«12 !
D Minimum =+ Minimum : Undefined
7] Maximum ) &FF (2]

+4 | Service UUID E-----[1] 0xFF B
t+ | Service Solicitation [=H Maximum : Undefined
]| Service Data = [0) OFF |1

E
E

E H
| Service Manager TK Value ] 0FF  |[A]
| Appearance

[+{ | Public Target Address
&+ | Random Target Address
E

E

E

E

£

t-{ | Advertising Interval
+-{ | LE Bluetooth Device Address

+1 | LE Role
++ | URI
L —T— r +{_| Manufacturer Specific Data

I | ==

The packet structure of a Scan response packet is the same as an Advertisement packet. See
Advertisement / Scan response data settings for information on configuring the Scan response
packet.
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GAP Settings Tab i Peripheral Preferred Connection Parameters

These parameters define the preferred BLE interface connection settings of the Peripheral. After
establishing a connection, the Central device may read these settings and update the BLE
interface connection parameters accordingly.

Configure 'BLE @
Mame: BLE_1
General | Profiles " GAP Settings | L2CAP Settings |~ Advanced | Builtin 4 b

i ) Connection interval:
|- Peripheral role

- Advertisement settings | Minimum {ms): 75 =
Advertisement pachket

| Madmum ([ms): 50 =
Slave latency: 1] =
Connection supervision 10000 =

timeout {ms):

Restore Defaults
Datashest [ 0K ] ‘ Apply | ‘ Cancel |

Note The scaled values of these parameters used internally by the BLE stack are also shown in
the Peripheral Preferred Connection Parameters on the Profiles tab. These are the actual
values sent over the air.

Ve

A Connection interval i The Central device being connected to a Peripheral device needs
to define the time interval for a connection to happen.

I Minimum (ms) i This parameter is the minimum permissible connection time value
to be used during a connection event. It is configured in steps of 1.25 ms. The
range is from 7.5 ms to 4000 ms. Unchecked means no specific minimum.

I Maximum (ms) T This parameter is the maximum permissible connection time
value to be used during a connection event. It is configured in steps of 1.25 ms.
The range is from 7.5 ms to 4000 ms. Unchecked means no specific maximum.

A Slave Latency i Defines the latency of the slave in responding to a connection event in
consecutive connection events. This is expressed in terms of multiples of connection
intervals, where only one connection event is allowed per interval. The range is from 0 to
499 events.
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A Connection Supervision Timeout i This parameter defines the LE link supervision
timeout interval. It defines the timeout an LE link needs to be sustained for if there is no
response from the peer device over the LE link. The time interval is configured in multiples
of 10 ms. Unchecked means no specific value. The range is from 100 ms to 32000 ms.

Note Connection Supervision Timeout must be larger than (1 + Slave latency) *
Connection Interval * 2 (ms). For detail, refer to Bluetooth Core Specification 4.2 Volume

6, Part B, Chapter 4.5.2.

GAP Settings Tab i Scan Settings

These parameters are available when the device is configured as a "Central,” "Peripheral and
Central,"or fi Ob $GAR rele. Mypically, during a device discovery, the GATT Client device
initiates the scan procedure. It uses Fast scan parameters for a period of time, approximately
30 to 60 seconds, and then it reduces the scan frequency using the Slow scan parameters.

Configure 'BLE' @
Name: BLE_1
General | Profiles /" GAP Settings | L2CAP Settings -~ Advanced | Built-n 4 b
- (General ) .
_ Certrai rle Discovery procedurs: [Geneml I
I Scan settings | Scanning state: [Aciive 'I
i v Connection parameters
. Security Fitter policy: [AII vJ
[] Duplicate fitering
Scan parameters
Fast scan parameters:
Scan window (ms): 30 =
Scan interval (ms): 30 =
Scan timeout (=) |30 =
Slow scan parameters:
Scan window (ms): 1125 =
Scan interval (ms): 1280 =
Scan timeout (g). 150 =
Restore Defaults

Cancel

Note The scan interval needs to be aligned with the user-selected Profile specification.
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Discovery procedure

Ve

A Limited i A device performing this procedure discovers a device that does Limited
discovery mode advertising only.

A General i A device performing this procedure discovers a device that does general and
limited discovery advertising.

Scanning state
A Passive i A device can only listen to advertisement packets.

A Activei A device may ask an advertiser for additional information.

Filter policy
This parameter defines how the advertisement packets are filtered.

A All'i Processes all advertisement packets.

A White List Only i Processes advertisement packets only from the devices on the White
List.

Duplicate filtering

When enabled, this activates filtering of duplicated advertisement data. If disabled, the BLE stack
will not perform filtering of advertisement data.

Scan parameters

These parameters define the scanning time and interval between scanning events. Two different
sets of Scan parameters are used: Fast scan parameters and Slow scan parameters.
Typically, after the device initialization, a central device uses the Fast scan parameters. After the
Fast scan timeout value expires, and if a connection with a Peripheral device is not established,
the Profile switches to the Slow scan parameters to save the battery life. After the Slow scan
timeout value expires, the 'CYBLE_EVT_GAPC_SCAN_START_STOP ' event is generated. For
detail, refer to the API documentation.

Ve

A Fast scan parameters T This connection type results in a faster connection between the
GATT Client and Server devices than it is possible using a normal connection.

I Scan Window i This parameter defines the scan window when operating in Fast
connection. The parameter is configured to increment in multiples of 0.625 ms.
The valid range is from 2.5 ms to 10240 ms. Scan Window must be less than the
Scan Interval. Default: 30 ms.
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—_—

Scan Interval i This parameter defines the scan interval when operating in Fast
connection. The parameter is configured to increment in multiples of 0.625 ms.
The valid range is from 2.5 ms to 10240 ms. Default: 30 ms.

—

Scan Timeout T The timeout value of scanning with fast scan parameters. Default:
30 s. When unchecked, the device is scanning continuously. The timeout cannot
occur before the scanning interval expires. So, if a timeout value is less than the
slow scanning interval minimum value, a warning displays.

Ve

A Slow scan parameters i This connection results in a slower connection between the
GATT Client and GATT Server devices than is possible using a normal connection.
However, this method consumes less power.

I Scan Window i This parameter defines the scan window when operating in Slow
Connection. The parameter is configured to increment in multiples of 0.625ms.
The valid range is from 2.5 ms to 10240 ms. Scan Window must be less than the
Scan Interval. Default: 1125 ms.

I Scan Interval i This parameter defines the scan interval when operating in Slow
Connection. The parameter is configured to increment in multiples of 0.625 ms.
The valid range is from 2.5 ms to 10240 ms. Default: 1280 ms.

I Scan Timeout T The timeout value of scanning with slow scan parameters. The
default value is 150 s. When unchecked, the device is scanning continuously. A
timeout cannot occur before the scanning interval expires. So, if a timeout value is
less than the slow scanning interval minimum value, a warning displays.

Scan interval fl\ Scan interval

= =
37 38 39

Scan Window

Scan interval T Scan interval

38 39

Scan Window
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GAP Settings Tab i Connection Parameters

This section is the same as Peripheral Preferred Connection Parameters for Advertisement
Settings. The only difference is that the Central connection parameters are not shown on the
Peripheral Preferred Connection parameters on the Profile tab.

Configure 'BLE' @
Name: BLE_1
General | Profies ' GAP Settings | L2CAP Settings ~ Advanced © Built-n 1k
----- General o .
EI C!Bﬂ‘tlEﬂ role Connection interval:
: Scan settings Minimum (ms): 75 =
& Connection parameters _ _ =
..... Security Maximum (ms): 50 =
Slave latency: 1] =
Connection supervision 10000 -
timeout (ms): z
Restore Defaults
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GAP Settings Tab i Security

This section contains several parameters to configure the global security options for the
Component. These parameters are configurable only in Profile mode. If the device is configured
as a GATT Server, you can optionally set each Characteristic using its own unique security
setting in the Profile Tree.

Configure 'BLE’ m
Name: BLE_1
General | Profies ” GAP Settings] L2CAP Settings -~ Advanced | Buit-in 4k
- General
-Central role Security mode: lMode 1 vl

- Scan settings

. Connection paramete Security level: INO Security (No authentication, No encryption) vl
Strict pairing: lNo vl
VO capabilities: Display v|

No -
Bonding requirement: ’Bonding ']

i ld

Encryption key size (bytes): |16

] L b

[ Restore Defaults l

Security mode

Defines GAP security modes for the Component. Both available modes may support
authentication.

A Mode 17 Used in designs where data encryption is required.

A Mode 27 Used in designs where data signing is required.

Security level
Enables different levels of security depending on the selected Security mode:

A If Model is selected, the security levels are as follows:

—_—

No Security i The device does not use encryption or authentication.

I Unauthenticated pairing with encryption i The device sends encrypted data after
establishing a connection with a remote device.

I Authenticated pairing with encryption i The device sends encrypted data after
establishing a connection with a remote device. To establish a connection, the
device performs the authenticated paring procedure.
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—_—

Authenticated LE Secure Connections pairing with encryption 1 With this level of
security, the device uses an algorithm called Elliptic curve Diffiei Hellman (ECDH)
for key generation, and a new pairing procedure for the key exchange. It also
provides a new protection method from Man-In-The-Middle (MITM) attacks -
Numeric Comparison.

Ve

A If Mode 2 is selected, then the following security levels are available.

I Unauthenticated pairing with data signing i The device performs the data-signing
prior to sending it to a remote device after they establish a connection.

I Authenticated pairing with data signing i The device performs the data-signing
prior to sending it to a remote device after they establish a connection. To establish
a connection, the devices perform the authenticated paring procedure.

Strict Pairing

Provides an option to use only the selected security features and does not automatically fallback
to an unsecure connection if the peer device does not support the selected security features.

I/O capabilities

This parameter refers to the device's input and output capability to enable or restrict a particular
pairing method or security level.

A No Input No Output T Used in devices that do not have any capability to enter or display
the authentication key data to the user. Used in mouse-like devices. No GAP
authentication is required.

A Display Only i Used in devices with the display capability and may display authentication
data. GAP authentication is required.

A Keyboard Only i Used in devices with a numeric keypad. GAP authentication is required.

A Display Yes/No i Used in devices with a display and at least two input keys for Yes/No

action. GAP authentication is required.

Ve

A Keyboard and Display i Used in devices like a PC and tablet. GAP authentication is
required.

Keypress notifications

Provides an option for a keyboard-only device during the LE secure pairing process to send key
press notifications when the user enters or deletes a key. This option is available when the
Security level is set to Authenticated LE Secure Connections pairing with encryption and /O
capabilities option is set to either Keyboard or Keyboard and Display.
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